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Ubuntu Apache2 SSL B 5 KiES/EF T
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B4 o e & OpenSSL s 4 72§ % 7] Heartbleed Bug 7@ 5 »
& %J » AT dp 4 R FERRIE OpenSSL ek & o FIE R A
Heartbleed Bug > & AL L & PB4 KA » LR FLTHITF-
$ openssl version
f’!ifgif‘% Fl :1.0.1~1.0.1f/1.0.2-beta ~ 1.0.2-betal
g4 A~ 1 1.0.1g/1.0.2-beta2 12 {s
FREUTR AL Bi o AME AL AT T
$ sudo openssl genrsa -desS -out server.key 2048
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server. key WBE o
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Country Name: B~ TW

State or Province Name: 7 % R E > F Enter pbig
Locality Name: = # (ex: Taipei)

Organization Name: g L AE(ex: CHT)
Organization Unit Name: H i~ % #(ex: GND)

Common Name: 32 4 F(ex: www.test.com.tw)
Email Address: ¥ 3 3 0 3 Enter i

A challenge password: 7 % EE > F Enter pbig

An optional company name: % Z & 3 > 4% Enter gt

PR EF T (certreq txOWiFx = - R * BEF I P FL G
N B ks A A#E K JRFR e sk (https://chtca. hinet. net/) & R4 | wp @
7 SSL & & °
FHWETL T L HE 7 5 SSL ’&pp_ﬂ ppffk,xbélr-)‘ CRT S AHE2Z
FALHE SI4-FRERY lERY /20 HiK 0

OB & ARE R IR AT § BB E G TR
e ’3’3‘-1\%“’“Fﬂ%%1%7 Moo Fruad g
BTN O i W& = xve & e LA (Fully Qualified Domain
Name, FQDN) = # » ¥ 2 ?*“ g e SSL G #EA G G = [4oiGE A 2
#-(Subject Name) 2. — & % #(Common Name) £ /& 7& 3 #8 =] ¢ (Subject
Alternative Name) % ¢ =] -
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TieErR 4R ¢ 7 AREHE A a(l)eCA 126 7% (ePKI Root CA
B 4 ,T}L{t‘ FLREHERBEEY v p §I5F) ~ (2)eCA to HRCA 2 2 i§
#(eCA 53 % HRCA 2.2 2 5% ) ~ (3)H1PKI OVTLS CA ® 35 3(¥ &7 13
HiPKI OV TLS &# ¢ =¥ < p ¥ 52 )& (4)0V TLS CA & # % * =@ SSL
PIRERE > TEHEMTAMAS N2 - B E
. BFAASPZE 2 PUFBRE A hg 3222 45 ¢ 2

Fo fRRAEES ¢ 354 BARR 0 & B A eCA 1“‘”&%{(7}% - s

ROOTeCA_64. crt) ~ eCA to HRCA % 3 & # (#%

eCAl1-to-HRCAl. crt) ~ OV TL SCA » & # (7}%’7 % OVTLSCA1_bb64. crt)

g 23 SSL PPRBHMEFE(N L5 2 BrHF e L L BAER

5L) o

FAPETR2TBEE S M EFHRPEY LR FAE AT RAE

"IS 14-PIRBR* HHEEY F/EHE T T o v T RER

PABRGER, > ARV NPT REP 4 B -

2. jEpezkhmeT

eCA & # -

https://eca.hinet.net/download/ROOTeCA_64.crt

eCA to HRCA &3 :

https://eca.hinet.net/download/eCA1-to-HRCAL.crt

HiPKI OV TLS CA &3 :

https://eca.hinet.net/repository-h/download/OVTLSCA1 b64.crt

SSLE#T @ B E 222 %2 -3 CHICA b2 TTLS &3

P A r T, 27 SSLBET A -

FREPETR2ZA 1 FFRERZ RIRE

https://chtra. cht. com. tw/ BhiE TG+ & (v %

hi 0 T SSL&EHE -

SSL & 7% %

1. #WivigzE4ea

cat "OVILSCAI_bb4. crt # # B "eCAl-to-HRCAL crt # Z B E" >

intermediate.crt
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2. ¥ server. key 1ntermediate crt ~SSL WIRBEF(FH L 5 32 BE
#cF . cer)# Fl4F LT & (ex: fetc/ssl/iwebssl/) > v i g I


https://eca.hinet.net/download/ROOTeCA_64.crt
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® % r17T 3n 4 kg Apache?2 0 SSL e
$ sudo a2enmod ssl
¥ 4R [etc/apache2/ports.conf £ F 3 Listen 443 #%. (port)

% iz /etc/apache?2/site-enabled/defaul t-ssl. conf #2 ™ = i 8k
EUgEy

SSLCertificateFile : PR B & #H. cer 4 X B /5
SSLCertificateKeyFile : # % £ k#% % /s
SSLCertificateChainFile : intermediate. crt #f & B %

#a X i&® SSLCertificateKeyFile *tdp v in& g2 ZEF 4+ K * %
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6. £ #7Ex# apache

$ sudo systemctl restart apache2
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fiffE— : BE SSL Z-e BRI INESE

Apache2 # * OpenSSL eh4c % & & Kk faF 4 % > @ Apache? 4c % & & chig
* g B ¥ % fetc/apache2/mods-enabled/ssl.conf ¥ =7 SSLCipherSuite 4% 31| -
7g 2k & &_ "HIGH:MEDIUM: !aNULL: !MD5 ;, - « )’J%%L% 4v % (HIGH encryption
cipher suites ® 4= AES 256 bit) ~ # 4c % (MEDIUM encryption cipher
suites » 4= AES 128 bit)eE A » Fpt » © & OpenSSL 7 % 4% AES 256 bit
b p R féjPFi%?an&g A+ AES 256bit > # F & RUFE PR E o
e 7 & # % OpenSSL ek & o

OpenSSL *% 0.9.7 % B 4% # AES Cipher Suites: &M 44 &4
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OpenSSL 1.0.1j 5= # 3 %POODLE;;—‘L@W?%’ BV EH P PFY

OpenSSL s~ ~ 7 iz * SSLv3.0 > & ¥ & &= * SSLv3. 0 -
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B P PR E S SSL % # a1 £ ¢ (1) TestSSLServer

( http://www.bolet.org/TestSSLServer/) (2) QUALYS SSL LABS SSL Server
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(1) #EA* 22T L2 FFELELRY SSL V3227 %7
https://zmap. io/sslv3/browsers. html 2. & < P

(2) F4eid I https:/dev.ssllabs.com/ssltest/viewMyClient.html ¥ & iR] (& * = =4
2 i E;ﬁwn\@ e i+ SSL V3 o

(3) =4_I.E. Zﬂﬁﬁ? WA E D> RERERERER DSERFOX 2B
FEr SSLV3&i® SSLV2> 2 44 TRK T (1A FRREARS
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https://dev.ssllabs.com/ssltest/viewMyClient.html
http://www.icst.org.tw/NewInfoDetail.aspx?seq=1436&lang=zh

e

[ ATER NI PAATEHNE LT D

[ VBT HAET NS RHSE
08 POST WTWRBHA T 2 1O BT R




