¢ &7 7 HiPKI &g 27 ~ (OVILSCA)

Apache SSL & 3% vﬁ-\: ‘f»;ﬁ% ‘@i TRIIG TR f‘.:}_ Y

WP D hEP L FEMARELY ETERGG AP (UTHAEALD) G
2P g et e k£ A AR A ek 2 P A MR S A 3
B SSLOPIRBCMIBE Y ¢ 4 0 FE R AR Skt e A oa sl deehiz
mﬁf’*\jﬂéﬁ@ﬁfﬁ“?f

b

£ ig * 3t Apachetmod_ssl # 3 T 2. SSL P IR Bt iG #F % %

Apache Server ¥ # {73t Unix like &% 5} (H]4e:Linux) & &_Windows * 5 -
FRRBENTE CRERFYE IR ST o AP T KRS > © % Apache

2 A 12 wRlERE TR * VR AR RET w B AR ARG TELR o F Aot

’%-9}“’ f&enWeb Server % SSL ficie4p i i@ * £ > if & 24 & SSL @ PR 88 16 2%

&ﬁﬁ%

H &%

Linux Apache JEE8 iH KB EIE T oo 2
Linux Apache [5G 22 EEE T oo 4
Windows Apache ZEZ5 55 KAE B ETAM cvovveeeeec e 6
Windows Apache 255 A EEE T oo 10
Ff— @ 3E SSL A AT TR oo, 14
B 2 A SSLV3.0 ittt st 15



Linux Apache &5 55 KIESE Tt

LB R

L.

B 4ot o GFe st & OpenSSL e &2 3 < 1| Heartbleed Bug %2 5 »
& ﬁi:a] »> T 3 4 R FERLIE OpenSSL eis & o 75 & PR A G
Heartbleed Bug > & AL L & PB4 KA » LR FLTHITF-

$ openssl version

f’f?fgif‘% B :1.0.1~1.0.1f/1.0.2-beta ~ 1.0.2-betal

B4 A 1 1.0.1g/1.0.2-beta2 14 {5

HREU TR KA btk M AL B TP HT

8 openssl genrsa -des3 -out server.key 2048

® FiEenSSLGH TR  Z LATRE ERT LT B - BATOF

R &““%4T%ﬁFﬂﬁ?’”ﬁ LA eh

server.key # B ¥ -
® RFERMBE RS 0 et RSA 2048 A (F )M E4/E R -

OpENES

JpenSSLl> exit
[root@Franklin binl# openssl genrsa -des3d -out server.key 2848
senerating R5A private key, ZH48 bit long modulus

++++++
++++++
i= 65537 (Bx18881)
Enter PEM pass phrase:
erifying password - Enter PEM pass phrase:
[root@Franklin binl# _

fFrld - gA2 ﬁi’ﬁ%#’i‘ Wt 5 server.key » i # K% &
BAREPARL R FALRNERE R aEL o PET R
NG EHR-g R Y 0 TR EATR ’%‘I%‘JE g o

= #{quz‘tiﬁ': BV SR ﬁg{LT\ﬁ%

$ openssl req -new -key <server.key . F=> -out <certreq.ixt g iz B /5>

# openssl req -new -key =serwver.
gsing configuration from ~usr-ssharersssl- openssl.cnf
nter PEM pass phrase:
ouw are about to be asked to enter information that will be incorporate
into your certificate request.
hat you are about to enter is what is called a Distinguizhed Hame or a
here are gquite a few fields but you can leave some blank
or some fields there will be a default wvalue,

If you enter '.’, the field will be left bhlank.

ountry Hame (2 letter code) [GE1:TW

Gtate or Province Mame (full name) [Berkshirel:Taiwan

ocality Mame (eg, city) [Newburyl:Taipei

Irganization Name (eg, company) [My Company Ltd1:CHT

Irganizational Unit Mame (eg, section) []l:Information

ommon Mame (eg, your name or your server’'s hostname) []:www.abc.com.tw




Email Address [1:test@test.com.tw

Please enter the following "extra’ attributes

o0 be sent with your certificate request
i challenge password [1:
fin optional company name []1:

5. HAMAMARLDP FEGRA BT EEEG H G TR

Country Name: #w > TW

State or Province Name: 7 7 &3 > ¥ Enter pbif
Locality Name: B (eX' Taipei)

Organization Name: .. # fi-(ex: CHT)
Organization Unit Name: H i ¢ fi(ex: IT)

Common Name: i = T f(ex: www.test.com.tw)
Email Address: ¥ 7 i > f& Enter Bti§

A challenge password: 2 £ 18 > & Enter B*i%

An optional company name: 2 &3 > F Enter p*:®

=t ERIG R AR (certreq. txt)ﬁ?ii?* *o R BHEF ALY FRL R

& 4 A A2 ORFE =k (https://chtca. hinet.net/) &R F P ¢ 3
SSL & #

*%%ﬂ%ﬁﬁaﬁgﬁﬁﬂds&@ﬁﬁ &mii "%%Q%%Ei
FTaAHE [SI4-FRER* tEE /a“lﬁhﬁﬁz»

A ﬁ,gﬁ;p@ l: ¥ &3 0600 S AREL IR 250 gﬁ%’&;’ﬁ;ﬁ‘?\ﬁ;"

F’“Hﬁ’mg.éw@ B ";“Fﬂ“r%] Faoom A
2% g**% B xve &R L fE(Fully Quahﬁed Domain
Name, FQDN) 7 # » i\*“ ir & e SSL IS FAL o e = [4oig 3E A Bl
#-(Subject Name)L - 4 £ (Common Name) & /& 7 3 #8 =] ¢ (Subject
Alternative Name) % # i+ ] o

R ATE N R

_ﬁ

MILHRP 2: R EAEY e SSLGEAF * i SSLIGHE 3 & 44 ]
@@ﬁﬁ*ﬁ(éi@ﬁ;#%7@ﬁfmﬁimﬁﬁ¥ﬁﬂlﬁ$%%’
f?¢%ﬁ@ﬁﬂ@W$?W*#? SREME T ﬁ%#%m’ﬁ
BEWD S FRHEPE A B RR LfRT B f#ﬁw’wfam@@ o2
PeFFeRTA 2 L PR LHE OB Egh SSLERP - 8L
X XSSLiGwE e 4 A 2 BEGF AL L RF R EBKEBEEPEE
Bt PR R PREZ B v 254 p ‘\lf%f‘*—?a‘:ﬁfi’fl‘ﬂ‘»%
¢ HHEE PR 48 caservicelcht. com. tw# B > F F & & B Aesbab i
WA 2GR



Linux Apache B=8 25 2 {E -1t

-~ T EER 4R ¢ 7 451G 0 4 B E(1)eCA 198 % (ePKI Root CA &3 -

1

P

)]}WJ Eb e ;@f BELP o p FIGHE) ~ (2)eCA to HRCA < 3 & # (eCA

%% % HRCA 22 = 5 15 % )~ (3)HiPKI OVTLS CA » 45z (¥ =7 % HiPKI OV
TLS &2 # ¥ f £ 185 )¢ (4)OVTLSCA & % 4% = chSSL @ FF»‘*H’&FF_’
—1%11157}@—4}\7»—3’\]%,

1.

RN R o ERR LR R RSP Y
AR @ ia Bk > #BLeCAREBEG - 5

ROOTeCA 64.crt)~eCA toHRCA % 3 & # (#% & 5 eCAl-to-HRCAL. crt) ~

OV TL SCA # #5z# (#% - 5 OVILSCA1_b64.crt)¥ * = =4 SSL & PR B &t

MEHE L 2 BEIF e PIEER) o

FEPEIR2BE R R AY LRt AHEOTALE

"IS 14- PR B * iz F/REHE T e T T VR

géé@ﬁﬂﬁ% ﬁ#@ﬁﬁ."\?’u%\ BEe sl BALEZ o

sk BT

eCA &% -

https://eca.hinet.net/download/ROOTeCA_64.crt

eCA to HRCA &3 -

https://eca.hinet.net/download/eCA1-to-HRCA.crt

HiPKI OV TLS CA &3 :

https://eca.hinet.net/repository-h/download/ OVTLSCA1_b64.crt

SSLE#T + EFALA2F 2% 7 > 1 CHTCA 32k 2hiE "TLS & %

e hgg s T 0 (7 SSLGET e

FRAEPETRZRA1 ) fFPRETZ PIRE ”j—i

https://chtra. cht. com. tw/ B::iE Mg+ 2 (%

43 ™ 3¢ SSL & -

= ~SSL &FE_‘Q ~

1.

IR
cat "OVILSCAL_bb4. crt # 22" "eCAl-to-HRCAL crt # 2 E" >
intermediate.crt

#-server. key ~ intermediate.crt ~ SSL PPRBEFHE(GH & 5 32 B &
#icF . cer)# FlaF L F AL 4 (ex: fetc/ssl/webssl/) » 11 i g IR


https://eca.hinet.net/download/ROOTeCA_64.crt
https://eca.hinet.net/download/eCA1-to-HRCA1.crt
https://eca.hinet.net/repository-h/download/OVTLSCA1_b64.crt

~N

3. @it httpd-ssl.conf (FHZ ¥ it =% 5
<apache % % #.i%>/conf/extra/httpd-ssl. conf)

4, gzl = B ST T#ﬁ‘%
SSLCertificateFile : PR B & #. cer #h X i
SSLCertificateKeyFile : # % fiﬁ*‘%% % [T
SSLCertificateChainFile : intermediate. crt #% & 8%
#iL & i&® SSLCertificateKeyFile #rip e ch& g2 R EF A E* %
A2 BEFRH(CSRA) ke — B Sdfy > T RIMRIE X522 2 SSL -

L

[¥)] = W = e e e e

2
T
2
T
'y
T
2
T
2
T
2
T
2
T
2
T

5

5. & #rEx# Apache

lusr/local/apache/bin/apachectl stop

{usr/local/apache/bin/apachectl start
6. =*# {5 ™ https é‘-‘ﬁlpépé“t LA o
7. RREORRFER > BV FLWE LRFBAHE https 0 port -
% % SSL % »anEER
FH 0 Y BT R A T S EE  0reT) SSLIB P 4AT F AN 2
e SSL % 2 IRFEIRT L AW o Bk SSL % 2B HRET L A H o AV
IR TR A Psnhws # SSL G @ ey fu 22 3030 o
FPELIROP FAaEREDR D ST REF T PR FAEZF
w4 H TISI4-1 PRB?I‘E%?* pRgREY /28 47T L SSLBE P dakn %
® e1SSLSealispec. txt » #-%xk SSL % 2 EF £ E# o



Windows Apache &5 R AESEF M

- gl
1. B o 5FeuiE OpenSSL ik & 9X 3 < | Heartbleed Bug %2 5 »
&7 g~ 10T d4p £ RFELIE OpenSSL ik & o F (G ek A g
Heartbleed Bug > &z A 2 &F|2 k& » LR F T HFiF o

$ openssl version
-2 ﬁf‘# B :1.0.1~1.0.1f/1.0.2-beta ~ 1.0.2-betal
B4 A~ 1 1.0.1g/ 1.0.2-beta2 12 1S

] HEEEA S C:\Windowsisystem32cmd exe
C:>cd Apache245bin k

C:“ApacheZ4~hin>openszl version
WARMING: can't open config file: c:rsopenszl-1_B.1m—win3d2- szl /0penszl.cnf
OpenSSL 1. 68.1m 17 Har 20815

C:“Apache24shin

2. FREMTIRLRAL B4y EKEAL BF VPP ET
$ openssl genrsa -out <server.key ¥ i BEF=> 2048
FROSSLERTEIY F LATRE ERTMUT B - BATHTH L
FALFTHRITHREDL L#ﬁ » UEFGLAR Y % b server.key B 2 o
PR RS R4 e RSA 2048 A () £4kE R
F] Windows & 52T ¢ Apache £ 2K + % £45% 4 A2 3 v 2
PEM 3\ % 245(KE R F 5 RSA 2048 i==)



AWind owsisystem 32w md exe
C:x>cd Apache24vbin

C:-“ApacheZd4~hinXopensz]l version
WARMING: can’'t open config file: c:ropenssl-1.8.imwin32/sslropenssl.cnf
OpenSSL 1. 8.1m 19 Mar 2015

C:-“Apache24~bin>opensz]l genrsa —out C: S8l zerver_key 2048

WARMING: can’'t open config file: c:vopenssl-1.8.1mwin32rsslropenssl.cnf
Loading ‘screen’ inte random state — done

Generating RS5A private key,. 2848 hit long modulus

C:-“Apache24~hin¥

= 0 B 4 ' 7 & server. key 0 IS K-t A S &

FEARNEHEY F sgEL o PEFT R
T
22

~

G R E i
SE TR A B

#4541 Apache % % P 4+ ¢ openssl.cnf

$ set OPENSSL_CONF=<openssl.cnf #7 pF 2>

$ openssl req -new -key <server.key B /=> -out <certreq.txt #% iz B /2>



Wind owszisystem 32w md exe

C:“ApacheZ2d4~bhin>openss]l vreq —new —key C: ESLyserver.key —out C: S8Lcertreq.txt l’
WARNING: can‘t open config file: c:sopensszl-1.8.1mwin3d2 szl openssl.cnf
lInable to load config info from c:isopenssl-1.A.1m—win32- szl openssl.cnf

C:-“Apache24~bin>zset OPENSSL_COMF=C:“ApacheZ4-conf openzzl.cnf

C:“Apache24~bin>opensz]l req —new —key C:~S35Lsserver_key —out G- SSLhcertreqg.txt
Loading ’screen’ inteo random state — done

You are about to be asked to enter information that will be incorporated

into your certificate reguest.

llhat you are about to enter is what is called a Distinguizhed Mame or a DH.
There are guite a few Fields but you can leave some blank

For some fields there will be a default value.

If you enter *.’,. the field will be left hlank.

Country Mame <2 letter code> [AU1:TUW

State or Province Mame (full name> [Some—Statel:

Locality Mame <eg, city> [1:Taipei

Organization Mame (eg. company? [Internet Widgits Pty Ltd1:CHT
Organizational Unit Mame <eg, section? [l:Information

Common Hame €<e.g. server FQDN or YOUR name) [1:www.test.com.tw
Email Address [1:

Please enter the following ‘extra’ attributes
to be sent with your certificate request

A challenge password [1:

An optional company name [1:

C:“Apache24~bhin>

5.
Country Name: =~ TW
State or Province Name: 7 7 & 3E > ¥ Enter pb:F
Locality Name: 33 7 (ex: Taipei)
Organization Name: B8 % f(ex: CHT)

~

Organization Unit Name: H i~ ¢ ff(ex: GND)

Common Name: i F(ex: www.test.com.tw)
Email Address: ¥ % & > & Enter p*iE

A challenge password: 7 % &3 > 4% Enter Bt

An optional company name: 7 % & 3 > 3% Enter '

s R b (certreq. txO W iFR A > R ¥ GEF ALY FLR AR
£ 4 A #HE R PRIA =k (https://chtca. hinet.net/) &P F 3P ¢ 3
SSL & #

FRYELE P L H Y 5 SSLGEY L F F$$?4%§i
FHAHE [SU-PIRER* friGE" /R H R L

Y

%iﬁw1-ﬂ“i:é§gﬁﬁﬁéamﬁiﬁﬁgﬁﬁﬁﬁ@#%ﬁ
SINE G LA g Y B R ﬂ“r%] R @ Ay



R ArE o chp e R e £ el LA (Fully Qualified Domain
Name, FQDN) & # > ¥ 32 i\‘ »ir B SSLIGHAL G g [ 4ol 2 A R
#-(Subject Name) 2. — & % #(Common Name) £ /& 7 3 #8 =] ¢ (Subject
Alternative Name) 3 #§ i+ ] o

AP 2R e SSLERA T e SSLER R A |
BREG (A2 BHE G R ﬁﬁ)j&aﬁ?ﬂiml FR%%%&IH?%%
f%$%ﬁ%ﬁﬁ IEPRB??@FIP»-?’AF'“ e T RRE RN 0 B
HEEY CEFHREDE LB R LT & ﬁ"ﬁ"?ﬁw ’““rﬁ’?m’ﬁpg_ 7
g\ﬂ' G iR e m}_vﬂ L e st ’fp-ht? SB E&ESSLBHER - 84
X XSSLiGE e 4t A 2 BEGF AL H L RF R EBKEBEE P EE
>H @S 7 RS .;Jpp\ﬁy\%;mﬁ%;)\? Fd L p %‘.:@,;:fﬂﬁ‘fﬁ%\ﬁg
WY HGEE PR 48 caservice@cht. com. twi @ B > 3 F & & B aebah L i
H A 2GR



Windows Apache BBz 8t /EF- M

-~ T EER 4R ¢ 7 451G 0 4 B E(1)eCA 198 % (ePKI Root CA &3 -

I
P

B ETEBRAF R ©p K5 - (2)eCA to HRCA 2 T 63 (eCA

% % % HRCA 2 = ?’&”3) (3)HiPKI OVTLS CA » s 3 (¢ &= 5 HiPKI OV
TLS &2 # ¥ f £ 185 )¢ (4)OVTLSCA & % 4% = chSSL @ FRB@)&FF.’
——:%u’fﬁ%@-& \7—3’\11,,

1.

BEEAAP2Z 22 B EA N FMET R ETIEEY SR S5
RIS @ 4:« BAhE > A u A eCAREEG L 5

ROOTeCA 64. crt)~eCA toHRCA = = & (#% & & eCAl-to-HRCAL. crt) ~
OV TL SCA # #5z# (#% - 5 OVILSCA1_b64.crt)¥ * = =4 SSL & PR B &t
MEHE L 2 BEIF e PIEER) o
FAPELGLBE R N EGFHRPAY LR T A E T RLE
"IS 14-PIRBR* HHEEY F/EHE T T o v T RER
PR SRR 0 AR T UBEIRE Y B E o

Bk hge T

eCA &% -

https://eca.hinet.net/download/ROOTeCA_64.crt

eCA to HRCA &3 -

https://eca.hinet.net/download/eCA1-to-HRCA.crt

HiPKI OV TLS CA &3 :

https://eca.hinet.net/repository-h/download/ OVTLSCA1_b64.crt
SSLE#T + EFALA2F 2% 7 > 1 CHTCA 32k 2hiE "TLS & %
P hg s T 7 SSLIGET -
FREAPEFLR2ZA1 > fFpRE =2 PIRE >
https://chtra. cht. com. tw/ B:iE TG+ 2 1
hi 0 T SSL&EHE -

- SSL &Fﬂ_"? 7

1.

IR
type "OVILSCAI_b64. crt # 2B " "eCAl-to-HRCAL. crt # 2B E" >
intermediate.crt

10


https://eca.hinet.net/download/ROOTeCA_64.crt
https://eca.hinet.net/download/eCA1-to-HRCA1.crt
https://eca.hinet.net/repository-h/download/OVTLSCA1_b64.crt

t eChl-to-HRCAL.crt = intermediate.crt

#-server. key ~ intermediate.crt ~ SSL PR BEZFE(FL - 5 32 B &
#eF . cer) B FIFEFTFA L (ex: CASSLY) > 11 g 2

i :x httpd-ssl.conf (FHZx v a0 2% 3

<apache % ## /& >/conf/extra/httpd-ssl. conf)

Bl T = B SBT3 AE

SSLCertificateFile : PR B & #H. cer 4 X B /5
SSLCertificateKeyFile : # % % k4% % B2
SSLCertificateChainFile : intermediate. crt #% & 8%

#iL & i& B SSLCertificateKeyFile #rip e ch& g2 FEF A E* X
A2 EEFFM(CSRA G- B4y FRIMEE S522 SSL -

11




B hitpd =1 conf - K i =] 3|

HEF REE BR0) #R00 HEH)
soLEngine on |

Server Certificate:

FPoint S5LCertificateFile at a PEM encoded certificate. If

the certificate i= encrypted, then wou will be prompted for a
pazs phrage. HNote that a kill -HOP will prompt again. Eeep
in mind that if wou have both an ESL and a DSL certificate wou
can configure both in parallel (to alzo allow the uwze of D54
ciphers, etc.)

Some BCC cipher suites (http:/fwww.ietf.org/rfc/ricdd92 . txt) _J
require an ECC certificate which can also be configured in
parallel.

#oSLlertificateFile "erfipacheldfconffzerver.crt”
#o5LlertificateFile "c:/bpache2d/conf/server-daa.crt"”
#ocllertificateFile "ci/bpache2d/conf/aerver-ecc.crt”
BolCertificateFile "C:/SEL /5844 VFEGFE2AF6FFACSDAGZASGECEESE , car”

e e e e He THe TH e He He

#  Server Private Eew:
# If the kev iz not combined with the certificate, uze thiz
# directive to point at the kev file. EKeep in mind that if
#  wou'wve both a ESA and a D54 private key von can configure
#  both in parallel (to alsgo allow the wze of DSL ciphers, etc.) i
_igix]
EEF RERE SR #R00 HEH)

=l
# Server Private Key:
# If the kev i= not combined with the certificate, uze this
# directive to point at the key file. EKeep in mnind that if
#  wvou've both a RSA and a D84 private key wou can configure
#  both in parallel {to alzo allow the uze of DSL ciphers, etc.)
# ECC kevs, when in ume, can alzo be configured in parallel
FoSLlertificatekevyFile "cifbpache2d/configerver. key"
FoSllertificatelevyFile "crfbpache?d/conffgerver-daa key"
#o5LlertificatelevFile "c:/bpache?d/confieerver-ecc. key"
moLlertificatekevFile "C: /550 zerver . key" _J
#  EServer Certificate Chain:
# Foint SSLCertificateChainFile at a file containing the
# concatenation of PEM encoded Ch certificates which form the
# certificate chain for the zerver certificate. Alternatively
#  the referenced file can be the game ag SSLCertificateFile
#  when the Ch certificates are directly appended to the zerver
# certificate for convenience.
#o5cllertificateChainFile "c:fbpache2d/conffaerver-ca.crt”
moLCertificateChainFile "C:/SSLYintermediate.crt"

hd

{6 2 314 https @ SGEd 4 B o
BB E R BT i § &P LB AR K https ¢ port o

SSL % »z:#iEd :
S5y B A R 3 ERE  HeT)e P SSLIE R 4T S EE R 2

12




1SSL % 2 IRFET X AEP > Bk SSL % 2@ ER L ENH AT
B riak ek X SSLIE R AR i s o o

FPELIROPE TR TG E T bR FAEZF
WEHTISH4-PIRE R srEEY /208 47 L SSLIGR ¢ 4akh %
® 51 SSLSealispec. txt » #- =k SSL—!: PRAELFTEESH -

13



fiffE— : B3E SSL Z-e BRI INESRE

Apache # * OpenSSL er4c % & & Kk G F 24 % > @ Apache 4c % & @ chig *
g B ¥ e http. conf & #_http-ssl. conf ¥ 1 SSLCipherSuite 35 3 o

7p2k @2 THIGH:MEDIUM: !aNULL: !MD5 > = i%‘u%'dc ww &k T8, (HIGH
encryption cipher suites : 4c AES 256 bit) ~ 4c %3 A& T ¢ , (MEDIUM
encryption cipher suites > 4= AES 128 bit)=g & » F]t » = & OpenSSL
3 £ 3 AES 256 bit et B i f?FR%*?Eéqﬁg A AES 256bit >
?EERIEOR T B FE &k A OpenSSL VR A o

OpenSSL *+ 0.9.7 5= 45t 42 AES Cipher Suites #Hi#%i@# ™M T4 k4
OpenSSL %< » E_Z% % *+ 0.9. 7 " openssl version | -

14



fffE— : {£F3 SSLv3.0

OpenSSL 1.0.1j % #* 3 4-%F POODLE 33 Bt:i& (7 i3 48 » (&7 E 4 b PF {
OpenSSL s~ ~ 7 iz * SSLv3.0 > & ¥ & &= * SSLv3. 0 -

£ B Ex http. conf & ¥_http-ssl. conf # % » ¥ 35 3|
“SSLProtocol all -SSLv2” » H %, 2 % ”Lrp SSL BN al\-"“,/f SSLv2. 0
Flpt o> F & i SSLv3. 0 & B

“SSLProtocol all -SSLv2 -SSLv3” » :a‘_% )ézﬁv Apache ¥ o

q.

She

550 Protocol support:

List the protocol versions which clients are allowed to
connect with., Disable SSLv2 by default {(cf. RFC 6176).
ssLProtocol all —=SSLvE —55Lva]

Febez (s TR RIELE (321-322) #{7HkR) 0§ SSLv3. 0 £F ¢
= oo

Lo PR RF LS 2 RHIRY ST
http://www.icst.org.tw/NewInfoDetail.aspx?seq=1436&lang=zh 7 4 % & fatk
Pl PRE =D SSL 5 2 eh1 & 1 (1) TestSSLServer

( http://www.bolet.org/TestSSLServer/ ) (2) QUALYS SSL LABS SSL Server

Test # 7] 1 £ (https://www.ssllabs.com/ssltest/index.html, » &_CA/Browser
Forum ?ﬁ”&éf :i‘m%é:? |21 BNV BRI PIREA TR * 2 4T %2014 & 10
TR a2 7 SSLvE Ar Rk s e A TSRk 35 BN

CVE-2014- 3566 (POODLE) » #ciz 3k # & ¢ * SSLV3 2 %> gec* TLS A7
ISR

X2

(1) FE* =T o2 fgFE Ltz SSL V327 44
https://zmap. io/sslv3/browsers. html 2. & < P

(2) 42 % 3 https:/dev.ssllabs.com/ssltest/viewMyClient.html ¥ & iR i& * = =
ZF B EE e gt SSL V3 e

(B FLLEFATET 1 L7]-> ®RRERELDEMFEDLT 2HIH ]
Eie® SSLV3&Zig* SSLV2> & 44 TRR T (BHP FRRATRS
W& > EARPIRY T
http://www.icst.org.tw/NewInfoDetail.aspx?seq=1436&lang=zh )
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http://www.bolet.org/TestSSLServer/
https://www.ssllabs.com/ssltest/index.html
https://zmap.io/sslv3/browsers.html
https://dev.ssllabs.com/ssltest/viewMyClient.html
http://www.icst.org.tw/NewInfoDetail.aspx?seq=1436&lang=zh
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